
Information Technology and Cyber – 
FAQs 
 
How do I log in in from home?  
Follow the instructions available on the corresponding tabs on this web page.  

What if I don’t have a company issued laptop or device?  
You may use your personally owned equipment to connect to your VDI. This is not permitted with the 
FortiClient VPN. 

How do I get a computer or cell phone for home use?  
Discuss your needs with your immediate manager.  IT will disposition all requests in alignment with 
approved response plans.  Employees are urged to use their personal equipment to perform job 
functions.  

How do I turn my company issued iPhone into a hot spot?  
Instructions can be found here (https://support.apple.com/en-us/HT204023).  

Can I connect my Government Furnished Equipment (GFE) into a personal monitor or screens?  
Yes.  

Can I use my own mouse and keyboard with GFE?  
You may use your own mouse (wired or wireless) and you may use your own wired keyboard.  The use 
of wireless keyboards is not allowed. 

How do I get a conference bridge line?   
Call the Service Desk at (702) 295-1800 or send an email to telephoneservices2@nv.doe.gov .  

How do I get my password unlocked?  
Call the Service Desk at (702) 295-1800.  

How do I print from home?  
You cannot print from home. This is considered a violation of company policy.  

Can I “tether” my iPhone to my GFE for WiFi?  
No. Simply use your company issued phone as a mobile hot spot.   

Can I use my Wi‐Fi at my house? (Updated 3/24/2020) 
Yes, you may connect government-issued computers to your home Wi-Fi, personal cellular hot spot or 
government-issued cellphone hot spot. 
We are temporarily allowing individuals to use their government-issued cellphones as hot spots.  
Employees should not connect personally owned equipment to the government‐owned iPhone hot 
spot. 
We are also temporarily allowing individuals to use their government issued air cards with their personal 
laptops.  
If you do not have a government-issued cellphone or air card, discuss your need with your immediate 
manager, and submit a request in Service Now as appropriate. 

https://support.apple.com/en-us/HT204023
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What about sensitive information (e.g., PII, PHI, OUO, UCNI, Company Private)? 
You must still enforce need-to-know requirements for anyone you discuss or share sensitive information 
with. This includes anyone near you while you are working remote. 
Entrust must still be used when sending emails that contain sensitive information. 
You can chat, screen share, and collaborate on sensitive documents via Skype. 
Printing of any documents while working remote is NOT authorized. 
You may NOT discuss UCNI information over ANY unclassified phone line. 
You may discuss PII, PHI, OUO, or Company Private information on the phone provide you have verified 
that everyone on the call has a valid need-to-know. 
 
Can I use FaceTime on my company issued iPhone or iPad?  
We are temporarily allowing employees to use FaceTime on their company issued devices with the 
following restrictions:  

• Only approved for use while off site. 
• Only approved for use when the conversation will NOT involve CUI (OUO, PII, PHI, UCNI, etc.). 
• The FaceTime session is NOT recorded in any capacity (audio or video). 

 
Can I use my personal computer to perform work functions?  

You may use your personal computer in order to remote in via Horizon View Client but you may not 
perform any work functions directly on your home computer.  

Personal computers are NOT authorized for any other official business. Company documents cannot 
be worked on (reviewed, revised, edited, drafted, etc.) on personal computers unless the documents 
have first been approved for Public Release by the Classification Office. Printing at home is NOT 
authorized. 

Can I take UCNI and/or OUO to my remote work location? 

Yes, you may take it to your remote work location by following these simple rules: 

1) Place the information in an opaque envelope marked with your name and the worlds “TO BE 
OPENED BY ADDRESSEE ONLY”.   

2) Transport the information in your vehicle and go directly to where you are remotely 
working.  Do not share the information with non‐employees or employee who do not have the 
need to know. 

3) Secure the information at the end of the work day by locking it in a cabinet or brief case where it 
cannot be accessed by non-employees or employees who do not have the need to know. 

 

 


